APPENDIX B:





DATA BASE


�
MAXWELL RISK CRITERIA MATRIX - AEROSPACE


RISK-DRIVER�
RISK LEVEL�
�
CATEGORY�
Low�
Medium-Low�
Medium�
Medium-High�
High�
�
1. Required Technical Advancement�
Nothing new�
Minor modifications


only�
Major modifications�
State of the art�
Beyond state of the art�
�
2. Technology


Status�
Currently in use�
Prototype exists�
Under development�
In design�
Concept stage�
�
3. Complexity�
Simple�
Somewhat complex�
Moderately complex�
Highly complex�
Highly complex with uncertainties�
�
4. Interaction/


Dependencies�
Independent of other risk drivers�
Dependent on one additional risk driver�
Dependent on two additional risk drivers�
Dependent on three additional risk drivers�
Dependent on more than three additional risk drivers�
�
5. Process Controls�
Statistical process controls (SPC)�
Documented controls (no SPC)�
Limited controls�
Inadequate controls�
No known controls�
�
6. Manufacturing Precision�
High�
Adequate�
Limited margins�
Known but inadequate�
Unknown�
�
7. Reliability�
Historically high�
Average�
Known limited problems�
Serious problems of unknown scope�
Infeasible�
�
8. Producibility�
Established�
Demonstrated�
Feasible�
Known difficulties�
Infeasible�
�
9. Criticality to Mission�
Nonessential�
Minimum impact�
Known alternatives available�
Possible alternatives exist�
“Show stopper”�
�
10. Cost�
Established�
Known history or close analogies�
Predicated by calibrated model�
Out of range of experience�
Unknown or unsupported estimate�
�
11. Schedule�
Demonstrated�
Historical similarity�
Validated Analyses�
Inadequate analyses�
Unknown or unsupported estimate�
�






TYPICAL RISK-DRIVER SCALES





RISK�
RISK VALUES�
�
LEVEL�
LINEAR�
LOGARITHMIC�
EXPONENTIAL�
�
LOW�
1.0 - 2.0�
1.0 - 4.0�
1.0 - 1.5�
�
MEDIUM-LOW�
2.1 - 4.0�
4.1 - 6.5�
1.6 - 2.5�
�
MEDIUM�
4.1 - 6.0�
6.6 - 8.5�
2.6 - 4.0�
�
MEDIUM-HIGH�
6.1 - 8.0�
8.6 - 9.5�
4.1 - 6.0�
�
HIGH�
8.1 - 10.0�
9.6 - 10.0�
6.1 - 10.0�
�
�
UNCERTAINTY�
DEGREE OF UNCERTAINTY�
�
ASSESSMENT FORM�
Low�
Medium-Low�
Medium�
Medium-High�
High�
�
1. Assumptions & customer requirements�
Well known & fixed�
Somewhat interpretable�
Highly interpretable�
Very likely to be changed�
Not specified�
�
2. Required technical advancement�
Nothing new�
Minor mods only�
Major mods�
State of the art�
Beyond state of the art�
�
3. Technology status�
Currently in use�
Prototype exists�
Under development�
In design�
Concept state�
�
4. Complexity of this element of work�
Simple�
Somewhat complex�
Moderately complex�
Highly complex�
Highly complex with uncertainties�
�
5. Interaction with other activities�
Independent of other risk activities�
Dependent on one other activity�
Dependent on two other activities�
Dependent on three other activities�
Dependent on more than three activities�
�
6. Process controls�
Documented controls are implemented�
Documented controls�
Limited controls�
Inadequate controls�
No known controls�
�
7. Demonstrated company manufacturing precision�
Known and high�
Known and adequate�
Known and marginal�
Known but inadequate�
Unknown�
�
8. Demonstrated company ability to achieve required reliability�
Established�
Demonstrated�
Feasible�
Known difficulties�
Infeasible�
�
9. Producibility�
Established (mature system)�
Demonstrated (one time demo)�
Feasible�
Known difficulties�
Infeasible�
�
10. Availability of needed resources�
Definitely available�
Slightly dependent on other programs�
Moderately dependent on other programs�
Highly dependent on other programs�
Some not available�
�
11. Dependability of subs & vendors�
Historically on time & on budget�
Reputed to be dependable�
Dependability unknown�
Late or over budget in past�
Late and over budget in past�
�
12. Criticality of subsystem to operate mission�
Nonessential�
Minimum impact�
Known alternative available�
Possible alternatives exist�
Show stopper�
�
13. Planned schedule�
Demonstrated by experience�
Historical similarity in experience�
Validated analyses�
Inadequate analyses�
Unknown or unsupported estimate�
�
14. Cost estimate�
Historical actuals exist�
History contains close analogies�
Predicted by calibrated model�
Out of range of experience�
Unknown or unsupported estimate�
�
Assume Linear Scale�
1.0 - 2.0�
2.1 - 4.0�
4.1 - 6.0�
6.1 - 8.0�
8.1 - 10.0�
�
QUANTITATIVE RISK ASSESSMENT MATRIX - AEROJET





�
TECHNICAL RISK CATEGORIES AND SCORES - SDIO/TASC





RISK�
RISK SCORES (0=LOW, 5=MEDIUM, And 10=HIGH)�
�
CATEGORIES�
0�
1-2�
3-5�
6-8�
9-10�
�
1 Technology Advancement�
Completed (State of the Art)�
Minimum Advanced Required�
Modest Advancement Required�
Significant Advancement Required�
New Technology�
�
2 Engineering Development�
Completed


(fully tested)�
Prototype�
HW/SW Development�
Detailed Design�
Concept Defined�
�
3 Reliability�
Historically high for same item�
Historically high on similar items�
Known modest problems�
Known serious problems�
Unknown�
�
4 Producibility�
Production & yield shown on some item�
Production & yield shown on similar items�
Production & yield feasible�
Production feasible & serious yield problems�
No known production experience�
�
5 Alternate�
Exists or availability of other items not important�
Exists or available of other items somewhat important�
Potential alternative under development�
Potential alternative in design�
Alternative does not exist & is required�
�
6 Schedule�
Easily achievable�
Achievable�
Somewhat challenging�
Challenging�
Very challenging�
�



�
RISK MANAGEMENT, SAMPLE RISKS BY FACET - DSMC


1.  Typical Technical Risk Sources�
2.  Typical Programmatic Risk Sources�
3.  Typical Supportability Risk Sources�
4.  Typical Cost Risk Sources�
5.  Typical Schedule Risk Sources�
�
Physical properties�
Material availability�
Reliability & maintainability�
Sensitivity to technical risk�
Sensitivity to technical risk�
�
Material properties�
Personnel availability�
Training�
Sensitivity to programmatic risk�
Sensitivity to programmatic risk�
�
Radiation properties�
Personnel skills�
O&S equivalent�
Sensitivity to supportability risk�
Sensitivity to supportability risk�
�
Testing/Modeling�
Safety�
Manpower considerations�
Sensitivity to schedule risk�
Sensitivity to cost risk�
�
Integration/interface�
Security�
Facility considerations�
Overhead/G&A rates�
Degree of concurrency�
�
Software design�
Environmental impact�
Interoperability considerations�
Estimating error�
Number of critical path items�
�
Safety�
Communication problems�
Transportability�
�
Estimating error�
�
Requirements changes�
Labor strikes�
System Safety�
�
�
�
Fault detection�
Requirement changes�
Technical data�
�
�
�
Operating environment�
Political advocacy�
�
�
�
�
Proven/unproven technology�
Contractor stability�
�
�
�
�
System complexity�
Funding profile�
�
�
�
�
Unique/special resources�
Regulatory changes�
�
�
�
�












�
RISK ASSESSMENT CRITERIA - AFSC 








�
PROBABILITY RISK FACTOR, Pf�
�
RISK �
VERY LOW�
LOW�
MODERATE�
HIGH�
VERY HIGH�
�
CATEGORY�
1�
2�
3�
4�
5�
�
1.  PERFORMANCE


The risk associated with meeting the specified or derived requirements for the item or system in question.   Reflects the required level of technological sophistication and the current stage of hardware and software development relative to current state-of-the-art.  Includes item system performance parameters, as well as mass, power, survivability, reliability lifetime.


�
IN USE


Existing technology.  All performance requirements have been achieved on an identical, or near-identical item which is currently in production or has been procured before.  Existing proven software or no new software required.  no technical, weight, size, or integration issues need to be addressed.  Minimal changes to the item are required before it can be integrated into the BP system.�
PROTOTYPE


Only minor technological advances must be made in order to meet the requirements.  The performance requirements I within the state-of-the-art (i.e., that which has been demonstrated in the laboratory environment).  Some slight change in existing software; minor change in modules/lines of code.  A successfully tested and fully integrated prototype of the item is currently in existence.  All major technical, weight, size, and integration issues have been addressed and are near resolution.�
DEVELOPMENT


A significant shortfall exists between the system requirement and performance demonstrated in existing systems.  The performance requirement is near the state-of-the-art.  Only components of the item are currently under development or in the testing and evaluation process.  Major change in existing software modules/lines of code.  Breadboards/brassboards exist and technical/size/weight/ integration issues have been addressed but may not have been resolved.�
DESIGN


The system requirements are beyond the state-of-the-art capabilities.  Development has been limited to engineering studies.  While, if any laboratory testing of components has been undertaken.  New software is required, which may be similar to other programs.  Major technical/size/weight/


integration issues must be addressed before the system can meet operational requirements�
CONCEPT


The performance requirements is significantly beyond the state-of-the-art.  The item is at the earliest stages of concept definition.  Many unresolved technical issues remain to be addressed.  The configuration is only broadly defined.  New software is required which may be pushing state-of-the-art.  Integration issues have not been addressed.�
�
2.  OPERABILITY


Refers to the risk associated with the ability of an item or process to meet operational requirements and conform to the operational concept.�
OPERATIONAL TESTS COMPLETE


The item or process has successfully completed OT&E to the satisfaction of “the user”.


�
OPS CONCEPT DEMONSTRATED


The OPS concept for the item or process has been successfully demonstrated, but the OT&E is not yet complete.  Design approaches have been implemented.  Design has been exposed to simulated conditions but not yet exposed to actual light conditions.�
DESIGN BASELINE ESTABLISHED


The OPS concept has evolved to the point of a design baseline.  Design has been established for system operation that considers autonomous processes and man-in-loop displays and controls.  Including contingency approaches, but demonstration of the design is not yet established.�
REQUIREMENTS ESTABLISHED


The operational requirement for the item or process has been established to the satisfaction of “the user”.  Requirements for the operational  implementation have been established, especially for the man-in-loop role but have not been demonstrated.  Autonomous operational requirements established but not proven.�
OPS CONCEPT DEFINED


The operational concept for the item or process has been defined, but the requirements have yet to be established.  Operations concept principals have only been partially proven or not proven at all.  Limited past operational experience upon which to base future operational practice.


�
�
�
RISK ASSESSMENT CRITERIA - AFSC  (CON’T)








�
PROBABILITY RISK FACTOR, Pf�
�
RISK �
VERY LOW�
LOW�
MODERATE�
HIGH�
VERY HIGH�
�
CATEGORY�
1�
2�
3�
4�
5�
�
3.  PRODUCIBILITY


Refers to the production processes, capital, and materials required to manufacture an item or system in production quantities.  Issues related to software producibility include prototypes and reuse, complexity, modularity, LOC productivity, integration, and test environment.


�
ESTABLISHED


Hardware:  An identical item meeting all performance requirements is currently in production or has been successfully produced before.  No retooling or additional manufacturing processes are required to produce the item.  Software: Reusable software has been used before with documented maintenance metrics.  Almost no coding or recording is required to execute the software’s functions.�
DEMONSTRATED


Hardware:  A similar item (with similar performance requirements) is currently in production or has been successfully procured before.  In this case, simple retooling and only minor capital investments would be required to produce the item.


Software:  Equivalent software in another language, or significant reusable components have been previously used.  Algorithms and control structures have been executed in a similar environment.  Automated tools exist to assist in language conversion.�
FEASIBLE


Hardware:  An item with similar performance has not been produced in quantity.  However, all materials required for the production of the item and the production processes are known.  This sub-category may also include items which have been produced before but require significant changes in size or weight; in this case, significant retooling and capital investments would be required to produce the item.


Software:  Similar software functions have previously been used.  Modifications to algorithms and software implementation differences are known.  New software development limited to 50 percent of total lines of code.�
NOT DEMONSTRATED


Hardware: The production process experience has been limited to the laboratory environment with only low yield results.  Most, but not all materials required for the production of the item and the production processes are known.  An investigation of potential production processes and alternative materials is required before major new retooling and major new capital investment can begin.


Software:  Software prototypes and simulations have been used in an engineering hardware environment.  Significant software capabilities can be shown under limited conditions.  Conversion to deliverable code can be performed on the prototype software.�
NO KNOWN PRODUCTION EXPERIENCE


Hardware:  production experience has been limited to research and development applications.  Materials requirements are not well defined at this time.  An investigation of potential production processes and alternative materials is required before major new retooling and major new capital investment can begin.


Software:  The software development process must be performed to produce deliverable code.  Previous algorithm demonstration may have been done by small engineering versions of software.   An integrated control structure for the software must be developed.�
�
4.  SUPPORTABILITY


Refers to the degree to which system design characteristics and planned logistics resources, including manpower, meet system peacetime readiness and wartime utilization.�
SUPPORTABILTY ESTABLISHED


A similar item has been fielded and is being supported with an established and mature logistics system.  No new support technologies or procedures are required to support the item.�
SUPPORTABILITY DEMONSTRATED


A similar item has been fielded and is being currently supported, or has been demonstrated to be supportable, during field testing.  Only minor changes to existing support technologies or procedures will be required to support the item.�
SUPPORTABILITY DESIGN INCORPORATED


Items similar in concept have been supported as fielded systems or during testing.  Substantial modifications  may be required to existing support technologies or procedures to support the item.�
SUPPORTABILITY REQUIREMENTS ESTABLISHED


Similar items have been under some degree of development but not fielded.  Supportability requirements may have been established to some degree.  Substantial modifications to existing technologies or procedures, together with new procedures, will probably be required to support the item.�
SUPPORTABILITY CONCEPT DEFINED


No similar system has been fielded or developed to any substantial degree.  Existing support technologies and procedures may be inadequate; new support technologies and procedures will most likely be required to support the item.�
�
RISK ASSESSMENT CRITERIA - AFSC (CON’T)


�
PROBABILITY RISK FACTOR, Pf�
�
RISK �
VERY LOW�
LOW�
MODERATE�
HIGH�
VERY HIGH�
�
CATEGORY�
1�
2�
3�
4�
5�
�
5.  AFFORDABILITY


The affordability category assumes the entire 8P Program is “affordable” and the total cost (LCC) has been broken down to include the contribution from the item or process under consideration.  Risk reflects the confidence in the item or system cost, as well as the LCC estimates.  Higher item or system complexity or increased dependency upon the successful completion of other contractor or government activities, would typically be associated with reduced confidence in the cost estimate.�
EXTREMELY CONFIDENT


Cost estimate based on vendor quotes for a well defined item, an off the shelf item, or a catalog price for an item.  No hardware or software changes required.  Achieving cost estimate is independent of the success of any other efforts.�
VERY CONFIDENT


Item cost estimate based on, or extrapolated from, program actuals or supplier information for a very similar item that is already in production.  Minor increase in hardware/software complexity or performance requirements.  Achievement of cost estimates may be slightly dependent upon the success of other program contractor or government activities.�
CONFIDENT


Results from a cost model in which the analyst is confident; the scope/definition of the system is adequate; the data is within range of the CER and/or the analogy is very close.  Moderate increase in hardware/software complexity or performance requirements.  Achievement of cost estimates may be dependent upon the success of other program contractor or government activities.�
FAIRLY CONFIDENT


The estimate is developed using a cost model unfamiliar to the analyst: uncertainties exist related to the scope/definition of the item to be estimated; the analyst is unfamiliar with the underlying cost estimating database or the database is poorly documented; data is outside the CER range and/or  the analogy is not very close.  Significant increase in complexity.  Major increase in software modules.  Achievement of cost estimates may depend significantly upon the success of other program contractor, or government activities.�
SLIGHTLY CONFIDENT


Major uncertainties exist related to the scope/definition of the item to be estimated; the analyst is unfamiliar with the cost model and/or the estimating data sources are not documented.  Highly complex hardware/software.  Large operating executive computer programs.  Achievement of cost estimates may be highly dependent upon the success of other program, contractor, or government activities.�
�
6.  SCHEDULE


Assumes that a schedule which meets program goals has been developed and the schedule contribution from the item or process under consideration is defined.  Risk reflects the confidence in meeting the item or system schedule milestones.  Higher item or system complexity, or increased dependency upon the timely completion of other contractor or government activities, would typically be associated with reduced confidence in the schedule estimate.





�
EXTREMELY CONFIDENT


Schedule estimate based on vendor quotes for a well defined item, an off the shelf item or a readily available catalog item.  No hardware or software changes required.  Achieving schedule estimates is independent of the success of any other efforts.�
VERY CONFIDENT


Item schedule estimate based on, or extrapolated from, program actuals or supplier information for a very similar item that is already in production.  Minor increase in hardware/software complexity or performance requirements.  Achievement of schedule estimates may be slightly dependent upon the success of other contractor or government activities.�
CONFIDENT


Results from a schedule model in which the analyst is confident; the scope/definition of the system is adequate; the data is within range of the schedule estimating relationships; and/or the analogy is very close.  Moderate increase in hardware/software complexity or performance requirements.  Achievement of schedule e estimates may be dependent upon the success of other contractor or government activities.�
FAIRLY CONFIDENT


The estimate is developed using a schedule model unfamiliar to the analyst; uncertainties exist related to the scope/definition of the item to be estimated; the analyst is unfamiliar with the underlying schedule estimating database or the database is poorly documented; data is outside the schedule estimating relationship range; and/or the analogy is not very close.  Significant increase in complexity.  Major increase in software modules.  Achievement of schedule estimates may significantly dependent upon the success of other contractor or government activities.�
SLIGHTLY CONFIDENT


Major uncertainties exist related to the scope/definition of the item to be estimated; the analyst is unfamiliar with the cost model and/or the estimating data sources are not documented.  Highly complex hardware/software.  Large operating executive computer programs.  Achievement of cost estimates may be highly dependent upon the success of other program, contractor, or government activities�
�



�
Factors Affecting Unencumbered Funds Requirements - USAF/ASD


	A survey of the program offices and other study activities indicated that the following factors affect the level of unencumbered funds required for a program:


	1.	The Degree of Certainty of Configuration at the Time of Contract Award


		Systems are purchased to meet a required operational capability.  When the general configuration necessary to meet this capability is well known, program unencumbered funds should be lower.  Conversely, when the opposite is true unencumbered funds costs will tend to be higher.


	2.	Concurrent Development and Production


		Unencumbered funds costs increase as the degree of overlap between development and production increases.  A concurrent effort will result in a requirement for more unencumbered funds in the production phase of the program to make required design changes after production has begun.  Often a single production change may cause a ripple effect causing other items to require a design change.


	3.	Risk Due to Technical Advancement


		Systems requiring a great deal of near or beyond-the-state-of-the-art equipment  are more likely to develop problems and high unencumbered funds costs simply because they have not been tested as onboard equipment in earlier systems.


	4.	Length of Program


		The percent of unencumbered funds will decrease as the length of the production program increases.  More deficiencies occur at the beginning of a program.  These deficiencies of course must be corrected as soon as possible, therefore the percent of unencumbered funds associated with early buy years is greater than that of subsequent years.


	5.	Multi-Service Participation


		Multi-service participation generally means more complex design compromises must be made to meet the objectives of each service involved.  This will further complicate the design process delaying a final configuration acceptable to all parties.  It also may lead to unanticipated model differences.  Both of these factors can increase the need for unencumbered funds.


	6.	Multi-Purpose Systems


		Multi-purpose programs generally result in differing design objectives and the resulting design compromise issues.  While this ideally can be taken into consideration in developing the basic cost estimate, it may not be because there are no good methods available for doing so.


	7.	Contractor Proficiency


		All complicated defense system acquisition programs have many problems of one kind or another.  It is generally felt, although perhaps not statistically proven, that some contractors have done a better job of handling them.  If this is true with respect to the past, it is an appropriate consideration in projecting the future.


	8.	The Scope of the Total Production Program


		The scope of the total production program is generally agreed to be a consideration in the absolute amount of unencumbered funds required.  Traditionally, this has led to stating the unencumbered fund requirement as a percent of flyaway or production costs.


	9.	Compression of the Development Schedule


		In discussions between study participants and government engineers, the engineers cited FSD schedule compression as a factor which could impact unencumbered fund requirements.
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